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Ics causality modeling based on maximum information transfer entropy

Zhang Renbin® " ¢f, Cao Zongze?, Wu Kewei?
(a. School of Computer Science & Information Engineering, b. Key Laboratory of Knowledge Engineering with Big Data, c.
Anhui Province Key Laboratory of Industry Safety & Emergency Technology, Hefei University of Technology, Hefei Anhui
230601, China)

Abstract: This paper developed a causality modeling algorithm based on maximum information transfer entropy to solve the
problem that traditional causality algorithms were difficult to accurately analyze non-linear data with a lot of noise. First, used
the maximum information coefficient to detect the correlation between time series trends of non-linear data. Weaken the effect
of noise on the correlation between variables. Secondly, eliminated weakly related variables based on screening factors.
Calculated the transfer entropy between strong correlations using stochastic empirical valuation. Thereby reducing the
calculation amount of transfer entropy. Finally, transfer entropy determined causal direction. Formed a one-way causal
network that supports link traceability. Test analysis of the algorithm using classic chemical process data sets. Test results
show that, compared to existing algorithms, this algorithm can locate abnormal variables. The stability of this algorithm for
modeling high-dimensional data of more than 12 dimensions is higher than 85%, and the accuracy rate of causality can reach
83.33%. The actual modeling effect of this algorithm is better than the comparison algorithms, and it can detect and locate
industrial control system abnormalities.
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TV 4% 4] & % (industrial control system, ICS)7E T kA=
Rz N A IR T AR B S S B REAL IR R R,
WElR TR Z AN, ICS &35 1 i 77 76 20 55 5 44
HIREOC R, 145 H A B 2 &1 m 2 8] B A s i AR
BHECLA AT, SREOEDAER S A 8 . B IR OC R T ) A
REP ARG BRI, i i A e O R
P IE I HE IR SL Y, R AT DA A R AR P s B ICS P 2
2 8] O O R JF A s R 2 B L iR 4R = .

HAl, —Frs B R R R AL AR R KR
(granger causality). Ma L 55 NHIHE H 7 —Ff 3 T i 28 X 4% 2
IR A 2 AR R R M 53, T KPI (key performance
indicator) 7€ [] W% ) 4% 3% B 42 R . Kathari S %5 A\ BIEHX £
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Jing %5 N8R 7 T PCB (partial correlation-based)&i2: (1]
TR DL 3T X 8 A Y, (2 AR S0t A 42 1 45 ) A 1 BT SR
PR A . o B RCEUE LY e Jy e S Al i SO HL R
PR AL L R P B TE R R, BT THEAPR ARG
H & %(maximum information coefficient, MIC)#4 & L fiti ¢ &
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WX £ HEZE, i) Sr AR Syt MIC #43E 1) DL 30 9 2% &5 #) i3k A T
JREAL, TS R B R AR A R A I N 2 S5 K . HZ
TIEZ R T B EER R s iRt TR RIER R R
RaRERf, PREESRATE.

AR T A& 2 AR AR, %18 (transfer entropy, TE)TE i
K, AR B R OC REE M BT 5 TR 10, Shi
D &5 NUERSHR IR A & 7 5 51N T 3 T538 )% TE BRR
T EE,  DAECHE R B ) 75 O R AT VA% T T UK B S Al B0 A
RGN . AL TE P EERE S, FESEA
FR) R A o Su A5 N2 i b5 482 A0 e 1) R 2 R0 4 A2 i 5
REFH, BLT A3 TE Mt &AM, BT —MET
fE0% TE FEIEBAS B BTR -G J7 ik I A & 2 W) B A ]
HERRKR, HEEERBERZMNEERKR, FEETEMR
A BRAC B 1) B IR B S B s R B 5% S A 1 A
7 A1k — E W RIRE B

gr bRk, HET, 7E Tl H RS0 b AT R 00 R
I, FEAAAE LR JLA i

a) L bR A P HR A A S AR L B AR KM S, B
B B BE o A 3R S5 AR B DA AT BN AR A AT 5T
JEEAEUE T BRRE S AT HE LR AR 2 s ST i i M 7S il
PRI R % FR 43 BT 10 S )

b) & Bk B KA E M E R R RN, NEH TR
WRHEE, X E X R IR SR E R R R84
Frale kT4, somash Rt . R b 55 T AR s 1 DR SR ) 2%
8 TV 1 ER 1m) R R 7 B PR RV o

BN BRI R, AR SCHE T T R KA S AR A 1 DR SR
FREME:, B MITE-CM (maximum information transfer
entropy causal modeling). 4% 3CHEF|H MIC g 37 AH I 14 M
CENELE, VIGREUTERT 7 e s b A AR DG i e g E 2 M4k
P, PR FE X R BE RIS B s TE R
FHOCAR B2 (8] M5 B AR B8 77 A1, TR J 1) T 4% B R 1 B 1) T
[ PR 25, AR e TR SR PP 4% 25 W AN R ) 1) R . Vs i
ENLHIL RIS AHC R R, DR TE # 1)HH a.

1 ETEXEREABENERXRZEREX

1.1 MITE-CM &%

Tolbzf RGE DI E AR R MR BOCR A8
A KEM S, TE SR S Es R, 2 3CHRk[13]
JEKR, ARILLEE PP S/ AT 7%, [ B fig ke 10) R a) A0 7]
@ b). MITE-CM F|H MIC $8i5 i &R AN & X Al Y 2 1] 2%
PR AR LR M K S TR B o MIC )33 1 vk B SVETERE A 12 2
5 RIS RE B8 47 3K 22 A OC G, T 4R R 8 T~ B — I Bk 225 24 . MIC
HIA P HEARUE FCAEFE A B AR 08 KIS, BB 75 72 B A AL AN
[FFhAH O REA AT M R E. Blln, ST 78 5HH 7] e 7= 1)
LMEXRRMIETZ KRR, MIC Regh HAHIT AR R4 Kk
U0 AR HAE SRR AN AT YR SRR AL B, W B AR
UGEE . AH LT FPBNUl(fuzzy probability Bayesian network)
24 1 IH- 7 X 4% 5 925, MITE-CM 55035 10 VF BL 32 b BE 3% 22 5043
I B 5% TR W P A R P RS e, T ELEE S AT ICS HlE R &
IEFERIRBRE L, P LA R a) .

HET MIC FIXSRRME, AL H MIC JE A 2% P P 245 A
BaJimtt. RIERA HE, MIC-GA HEPRI M %
¥ MIC W24 2 A ) R SR, 50 AR AE BH L ey 350 S AT i B Dy
REEBRHE R R, I B TIELRIE R B R 4 R s,
AR HERAVEAR TR0 55 o A% 360 R AR AR G AN o R e g 37 DX )y A g
MR KRR, AFRERGBEBINIERSLEHH . MITE-
CM SLEAL 36609 TE 5 MIC [ 4% fil 419 21X A2 e #ER 1
FRKR. HRMNFH X, YEATREAL LA X, Y 2 (]

MK EAR S, IR — b T 2 B P 13 51 B A 35 R )
FAZEME; BEJE THE MIC [ 2% o (5 AH 5% 5% Fr (mic; = th ) i) ()
TRIBNE, K BABRALBI RTINS BREhTT i, AR
3 VAR RN R R e O IR MR R OG &R, Wl 1 .

MIC > th
=] % Wi [

TE visu >TE Lisva
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Fig. 1 Correlation turns into causation
ST RTSCAYN A & b), MITE-CM &3k LUAS 8 (8] (1 I 5
T AR R CBREE, R B T A sm i 7 A S MY MIC 5%
R, R EREANELAN G ). 1A, MITE-CM L%
T8I0 )RR 3 R SR OG RN TT ), ANTE XU S BRI
PR TR 7 1A A A AT RE AR, TR RS IE I 6L T B
SEREFVEN, M2, #F MITE-CM K RS
DUAEZE 22 57, WU R Ge th I 3, 40T 7R SE 3 S5 i b 1 iR
T MIC-GA S35 1 90 A S s i D] R 350 A e A A [ T 4 B )
HAEL, ARG RNEREERK, NEEME—
BT RS 2 TH . 5 MIC-GA S I BEHL X LA EFa
SE PS8 PO — 5 3088 . MITE-CM &35S U T B
HiE 1 MITE-CM &%
WA B X
B FURXAMENE

a) let € be a new N*N matrix.

I

b) for 1 =1 to N

c) for j =1 toN

d) if jo==1

e) <0

f) else

g) G ; < MINE(X,;, X,;).mic ; /* MIC &¥*/

h) let E be a new N*N matrix.

i) for 1 =1 to N

j) for j =1 toN

k) if [oyl>th /i {E*/

1) (ti,; tin) < TE(R_EVM(X;, X;,len));

/¥ THEAREERRS TE , THEAEIT R RN Bt R_EVWM B4R/
m) if t,;=0 and t; =0

n) Ci,j , Cj,i<0 ;

o) else if t,j—ti = o

) Ci,3¢°1 5

q) else

r) (SRR b

s) return E;
1.2 R EVM &%

Tk 5 S0 BOR 1 L SEE 2 - Al R A, AR
fEiH TE FIAGEAME THE BB 1T . M S gimE
FREAN T, BT HES EU R % B Al T R A IR A V2 R A
HAL B AR 0 AT EERIR K. AR HA KA
VTR 5 SR o A0 A DG BURE 2 AT s A 3 )
RIRK R DTSR E, RSO3 [E %S0 LA
IS4 {E ¥ R_EVM(random empirical valuation method), T44¢
R Z) X, Y K E L KBS R, HUCKE R /&
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N p ATIXIA): B JE 20 3 BRI F 4 X Y ) len DEHETE
BOBT B FH X0, Yy GGV X YR EIREAEAH
DXTRI AR N2, DASE & BUARER A X T O 2 85 FE e i, JF
12T RER S 5 R A P b o S ORIE Al (B 45 SR, R
WAL 32 R P i ahs 3 2 A U 7 21 O 4 K2y, R_EVM SR
5E len WHEA/NTHINFHKE L f—2, Bllen>L/2, 3%
T R_EVM [4L34 TE Gt X [6] 73 A0 PR 25 A% 5 7 W Ea 3 1)
FIPRURAE, X RGeS AN BURK,  [RIAREH 2 AT SC AN 17 R a)
BT AT e MR A B R . R_EVM Byt BAL 8 055 A o
R LR P O AS anF
%2 R_EVM 5k

BN JFH x Ay, XIREE p, REFEEEL Len.

b p(x Yo -

a) Al = (X_max -

/ (2 *p);

b) pointer[] < random(len) ;//BEHLARK len NN TFHx

c) Xe[] < X(pointer) ; VYi[] < Y(pointer) ; VYeal[] <

Y(pointer +1) ; Xta[] < X(pointer +1);

d) Lx[]<X_min+Al : p : X_max-Al; Ly[] < Y_min+A2 :
/¥y RIXE], X ARG A A */
[ EEA R, G BURAE & X

X_min) / (2 * p); A2 = (Y_max - Y_min)

p : Y_max-A2;
e) stat=zeros(p, p, 3);

V61 g 53 A7 1 150 % /

f) for i=1:p

g) for j=1:p

h) count <9 ;

i) for k=1:1len

j) if (Lx(i)- Al) < Xe(k)<(Lx(i)+ A1)
and (Ly(j)- A2) < Ye(k)<(Ly(j)+ A2)

k) count ++ ;

1) stat(i,j,3) < count ;

m) p(X,Y) = stat(:,:,3)/sum(sum(stat(:,:,3))) ;
n) return p(x.Y) ;

AR AT 4N, AR SEAL 1A A BB S p(x. v B,
HERECEXET O(n). F4 X', YEHEFXETZ,
SEEAEAT, MFH X, VRS XakD>, S5
ERKEE TR, Bk, p?5 len NALTHIFEES, B p/len=
0.05, BEHIBEIT, MK len ~ 1000 B, X (8% p ~ 50.
By, MHEFARERAGEY, R_EVM FikEw LafjEd

EXP 125100 Wik HIEET BAS-TE B0 KR B0

N T A T AL, R_EVM F R 1 R EE 0
ZHAE, 2T LM RKX L p THIREZEE,
THEEEE KB VE R ORERE,  SIE RS BORE R RS B 1% S50
g, b4k, R_EVM fE4E— € BEHLYE, (B2 T A 3K 70 A
SrRTEUE I H IR ZBEA LA AT B T Y, RS DU
Fesg PE SR8 T 1K) len/L B 53 AT P 6B o
1.3 fHikEF

VAR B LA I 2R PR, B R 2R
AWK, R_EVM I A o 2800705 K. ik,
FOEAETH AL TE A@ N sk K 5 o R BR1E h
YRS RIER AR R, F K> R_EVM (i8R . A0k
it e A 7 o o 8 A AT BT I T O A, TR B E oh 1)
A (D PR,

ave

. [T}xa,avezl (1)

M'a\/e<l

Horbr o NHIEIR 5 th BR[O & I ANBUBE S

ave HAEE mic; 5ME, HIFEARXMRXQ)FTR,
> mic,
n

ave = v mic,; #0 2)

Hodp, n ydES mic; B

ERENLAE B X A Y Z I8 f) MIC {8 KT 0% % B4 th, T
AL & 2 [AAFTE— %0, MITE-CM Bk f5 5
XS A AL TE. FE PR 74 MIC HEZE o (75
TEBERRRR, [ gl 55 AH 5 1 X 48 0 o 28 75 SR 1K T3
IR 5 SEAE A TE 4 it 5.

2 BESH

21 #EETER

FH 4 Pa - 3 5 33 #2114 (Tennessee-Eastman process, TEP)
LM AL TR A, i 2 Fros, e T E g R AT
THIIG R OK 22 BBk iR TS, 2 B T L = Hl ks it 2
Ap et RESSMA OS] BERAEE] . JER MR
H U It 7017 AR SCRT 3 Y TEP %444 Kaspersky 1/
FLIF) TEP IE 08 K H Boa I i e i g 08l
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Fig.2 Tennessee—Eastman process diagram
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MR VIR B B AN S N FERSE Y, &) 1 AR, A
RAFFHNR 1 PR, LI i ik BIfE th 979 0.1,
# 1 WEREHRERE
Tab. 1 Attacks the exception correlation variable
(il ey (i =i
S4 A+C Feed V1
S10 Sep Underflow V2
S11 Stripper Underflow RT
P Stripper Pressure RF

Stripper Liquid Product Flow
Stripper Steam Flow
Recator Temperature

Recator Feed
T Stripper Temperature ~ RP Recator Proseeure
F Steam Flow RL

L Stripper Level ReF

Recator Level

Recycle Flow

2.2 RIREFER S DDoS HEH M

I T B B AR A AT T AT B A B 2R 5% AR I 4
3@)FTR. IARIE IR ROk RN IEHIE VT RIT, JFHS
ARSI S fosds Py IRETR R 4% T BERHAL S10 Fgihs
K LA T HRRIR K R [N, SRR Py s
ey T AR MU R F OO0l e H % A DR R OG
o, IR T V2 A= R V= PR NS T) P~ iR
FEEE WAL AT LY PR R R R - fER G F BT, 4%
W V2. ik S4 AN S1 5 HA R BEBPOY A H % W]
AU (mic ij < th), FIEAFAERRK R, HRERKRY
PEE B IR W IS AT I (0 A 7 12 0, S0k R R B R4 S B

AR ICEIENAK DDoS Bl J& — 37 £ dis 9 PR 2R 1) 2% 4 &
30V . XL BCTHT G, SIT NG HAR AT s AT R R K R AR
NG VIR LAFEERBIR G R, Wil 1T RRK RV > S



TR A, RA=iK,

A TFRAGEHBIH ICS B R X R #H

% 38 K% 3

ML —>SI1I”, MRARRERXRVI->SIOCWEZHEE, HAeMRE
RRARFTFAAL . HILHER, RERHEF SR VI, SH AL,
FT A5 S10 52 ST L, B SR T U A A R B Track,
ST A RN 2 iR, Kaspersky #¥8E BoR, WA SI11. L
VI RS REEE, SHENSGR 5. WHRRXRN
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Fig. 3 Stripper causality
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Tab. 2 Stripper abnormal condition

R3PS HAE L

Tab. 3 Reaction tank anomaly

Fa TWRITR
Abnormal_set RT;S4;RF
Impact_set REF;RP
RT — S4; REF = RT;
new_Track
- RP = RT— RF

2% LIk, 45 TEP w4 AN R ety J5 1) 5 O S ) i 55
2, SEEGEERFRW, MRAE MITE-CM SLVELE A [F B %1 2 31
PR RSk A BRI T AR G B PR R S R AR, AT E A Tk
EX 2 B

3 EBAENESR

R A SC S UL LB 45 Ry Bl 5 MIC-GA(Maximum
information coefficient - Greedy Algorithm) % 5P, BAS-
TE(Binary Alarm Sequence - Transfer Entropy)%ii2:l' Al TE-
CMI(Transfer Entropy - Conditional Mutual Information) %7201
R SRIR A5 SR AT R EL, AR BSR4 Fias, MEAS fl MV
o3 RN AL B A I A AR A

#4 4 TEP WL E
Tab. 4 Partial TEP process variables

& WRILR
Abnormal_set S11;L; VI
Impact_set S10

VI—>SI1;VI—>P—>L—>SII;
VI>T—>L—>SI11;VI>L—SIl;
VIS>P>LVI>T>LVI>LVI
2.3 RNERRSNESEHIEREXTR
PR TEP A i B HEAR B, R GTIEHIEAT T OB
REAFEMERKLR, 2R WE 4R

olbeic

(LT ()RR R 5
Bl4  BHERR KR
Fig. 4 Reaction tank causality

FAS DL D BERHR DY BIAE 7 R OGRS,
Ab) 7R o X LB B S5 LR DGR, B R R K R “ S4 > REF”
“RT—>REF”“RT—>RF”, BN ERXZR “RP—>RT”“REF—
RT”“RT—> 84”7, DUBHR RN SR R, IHERLRT
U RN A, S E R R R .
AU AR SR 5 R 1 38 0 55 9 S (HE 28 22 ) 1B D e 8 1) A% 1 %
& new_Track, FRiF4RUWIE 3 P, A RURHI Y = B A2
15 MEM-SDG SEE1%I%4 [ W 52 06 4B (1 192 2 “RF >
RT—>RP” W &5 i — 8, B MR . X2 HTARES
EAEEM BN Jrm, EE RN SR S B,
M5 R R Y 2 N T 2 RE I 0 3 e (R
KRR BIE S, PIEEIVRSS RAH R, T IRIESE MITE-CM %
KRR R A W UK, SOAMER B RGS . HT MFM-SDG 51k
B2 R (MVI-MV6) R NHIaH 5, T Kaspersky HIKIL
AR B EE HACK D BRI (MY DN R, A
HE TR RIS Y T ARG B8 T MFM-SDG 5% 7 %
"ES.

Track

Ginc] By B 5
Stream 4 A+C Feed kscmh MEAS
Stream 6 Reactor Feed kscmh MEAS
Stream 8 Recycle Flow kscmh MEAS
Stream 10 Sep Underflow m’/h MEAS
Stream 11 Stripper Underflow m’/h MEAS

Valve 1 A Feed Flow % MV

Valve 9 Purge Flow % MV
level Stripper Level % MEAS

3.1 IhEEMESHR
ARICE S BAS-TE Bk LI 45 BT T X b, 4
ASCER L BIE th Dy 0.060 I, £5IR15 BAS-TE 5ik4;
Rl TR LE R 5 Fim.
|
g ® &
(a) BAS-TE £ (b) AFELE R
B S5 FEEXARNSLE
Fig. 5 Causal correlation diagram

B 5(a)F] %1, BAS-TE Hik Az i) B AR G R I 2% 7= A
TIOIREERS o ELLR T T RN ERE, ASCEVEE R
TE [ 145 K] R X 4% 56 A5 ) - 48 7 TCS 9Bl 2 s 2 T g [ SR
KER, ARG BRI TER . R0 R EE
HRIL S B, AN SO AR B e ok B 1) T T B R R SR R 4% 1 T
AR R T BAS-TE B0E 145 R P AR AE R L “Streamd —
level = Stream10 — Stream4” /) [5] 14 35014 L35 B N FETH IR .
3.2 EMAMESHR

SCRR[201K SRR 45 R 5 T 2R EAT T X bk, miAS
AT SRS A7 BEAZ 4R A B 2 TR AL A 96 &R, RIS
AN SEI A5 IS % A AR R (W SERR R R AR EAT X B, i
R RS . AR SCW SCHR[11]10 SE38 15 5 Stream 4., Stream
10, Stream 11 A1 level {EREIEHE A, HR[20]H) 5256 &S
Stream 6. Stream 8., Stream 10, Stream 11, Valve 1 1 Valve 9
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T8 B, FL LS 6 RO 873 5l a1 6(a) M & 7(a) T

BHBAPERES LR AN WE 6. 7 B, X
TEERRR KR, MENFEREO BRI R AET
GrHT, ARSCR A SCHRITT P 0T BT 30, 00T g SR 2 AR i

HERRKAR.

/e

@

(a)SEFr A L2 5 (b) BAS-TE &

(YA SLHIE
Ko FETHEmE A RILERN LK

Fig. 6 Results comparison diagram based on dataset A

()AL
7 BT HAELE B B4 R E
Fig. 7 Results comparison diagram based on dataset B

SCHR 201K 535 I 159 45 R A HETH #< (accuracy) ¥ 9 HL S

7, R

C
A=< )

Horp, 4 FoRMERIR; ¢ Fon 5 IR I8 1R A R 3L
s RRAFB ] BERIIBEL

AR Z B ST VPR U1 B & W R 2 e bR, W
x5 Fin, ARXEIETEAENF L BT BAS-TE Hikl,
BEAK T TE-CMI S9%120), BAR/K AT . AR H I
R AR S B EHE, T MIC-GA FLiELIRHE /=4 i
A e KR TT H), B2 A5 BT, HERRAC, I REPEA
PUEZE

#5 FIG R RN

Tab. 5 Comparison of various classification measures

Hik HmE  HREE KEHE Fl EEh
BAS-TE 0.4167 0.6000  0.3750 0.4615 A
MIC-GA 0.3000 0.2000  0.2000 0.2000 A
TE-CMI 0.7500 0.6000  0.7500 0.6667 A

NGRS 0.8333 0.8000 0.8000 0.8000 A
BAS-TE 0.7333 0.7500  0.5000 0.6000 B
MIC-GA 0.5333 0.1250  0.1250 0.1250 B
TE-CMI 0.9333 0.7500 1.0000 0.8571 B

PN RTR 0.8333 0.6250 0.7143 0.6667 B

3.3 REMSH

AEVEB T TR TP FH S len /DR, EBAT
KT —ERENATE,. Z2RERRY, TEKE len 5
WAFH X, Y K L E SR Bia ek,
M, AT TR E bR S DL e s AL e,
HHEAXN

U ax

=11 EM «100% )

RAF, SHREHEIE; ox A i RERSHE KRG
B REL S, WAL, M NETSRBHRE: EN
PR 2 v f B ) R R L, B mie 1, > th IS HL

MARFIEMW len/L LLAE 23 5IEACN 0.5, 0.75, 0.84 1 B,
TEARF Y (S S5 THE R B0 MR T rfsoe & B
W 8 fran, MAREAE AT 3 73 5dE, SN 60(L=1: 60:
30000).

100f&--&----= [ & -5 --0]

#
1
60 -© -len/L~1
—B—len/L~0.8
| - 9§ -len/L~0.75| |
50 —e—len/L~0.5
40 N N N L N
6 12 24 36 48 54

A
B8 ANIF] len/L BUE XA 5E 4 2
Fig. 8 The stability line graph of different len/L values

WA len/L HIMGR, BEFGEMBTIEE. HbBT 6 4k
HE A RaL b, REE R . 1T MIC-GA HED)
[ FIFE 2 L MIC 2250 BE Al i R R M 48, AR SR B LA
1 K PR (fen/L = 0.5) 5 MIC-GA 5595 BEAT £ 52 P X EE
(MIC B{EIEE N th=0.1), S5RWE 9 Fros. WilHdE N
4EB 12 FIHHRE, KON 60(L = 1: 60: 120000).
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